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Currently, digital resources of customers are typically stored on the 
infrastructure of the businesses or organizations that offer the 
resources and they are often fully managed and controlled by these 
businesses/organizations. This puts customers in a vulnerable position, 
as they do not have true ownership over these resources.  

The major objective of this dissertation was to enhance the end users' 
control and ownership over digital resources in the context of resource 
exchange platforms, and moving away from these centrally controlled 
(web) infrastructures. Tokenizing resources, which involves leveraging 
blockchain technology and smart contracts to store and manage the 
resources, could enable this. However, implementing such solutions 
requires extensive IT and blockchain expertise -- a barrier that is often 
too significant to overcome for small organizations. Therefore, we also 
aimed for simplifying such a tokenization process, particularly for 
people with little to no IT knowledge. We achieved this through the 
provision of an easy-to-use tool to set up blockchain-based 
infrastructures and applications for the exchange of digital resources. 
Such applications may involve multiple entities, such as organizations, 
businesses and their customers, and enable the provision and 
exchange of resources between them. Additionally, the tool enables 
the creation of regulated exchanges, such as financial settlements, and 
enforces compliance without the need for a centralized governance. In 
general, a blockchain-based resource-exchange system can be set up 
within 30 minutes with the tool through an intuitive user interface.  

Although at first glance, providing so-called true ownership over the 
resources customers receive seems to be only to the customer's 
advantage, it could also offer new business opportunities, and reduce 
infrastructure setup, maintenance, and developer costs for 
organizations.  

Four use cases are provided to demonstrate the potential of the tool. 
The tool was evaluated by business-type people with little to no IT or 
blockchain knowledge by means of user studies. Based on the results, 
we can conclude that the tool has good usability for this type of 
people. Furthermore, the participants perceived the tool as having 
the expressiveness to support a diverse range of use cases. This 
indicates that the tool can be utilized by a multitude of organizations 
and businesses for different use cases in the context of the manual 
and automatic exchange of digital resources. 
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